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Okta Configuration Guide
How to set up your Okta Single Sign-On integration with Chariot.

Supported Features

- Single Sign-On (OpenlID Connect) initiated via Okta -This authentication flow occurs when the user
attempts to log in to Chariot from Okta

- Service Provider (SP)-Initiated Authentication Flow -This authentication flow occurs when the user
attempts to log in to the application from Chariot

Requirements

1. Create your Chariot account if you haven't already done so by contacting support@praetorian.com
2. Be an administrator on the Okta tenant that you want to connect with Chariot

Configuration Steps

Add the Chariot Okta Application

1. Navigate to Applications > Applications and click the Browse App Catalog button

2. Search for “Praetorian - Chariot” and then click the Add Integration button

3. Enter an Application Label in the General Settings form. This is “Praetorian - Chariot” by default
4. Click Done

5. Assign the users/groups that you would like to have access to Chariot under the Assignments tab

Gather Information from Okta

1. Click on the Sign On tab under your newly created Chariot Okta application

2. Copy the values of the Client ID and Client secret that are listed here

3. Determine your Okta domain, which is the domain you use when logging in to your Okta dashboard
e.g. “companyname.okta.com”

Send Information to Praetorian
Send the following information to support@praetorian.com:

* ClientID
* Client secret
* Okta domain

Praetorian support will handle your request and get back to you once the integration is configured.

Additional Info

Logging in to Chariot can be easily done by clicking the “Praetorian - Chariot” application tile in your
Okta dashboard.

You can also log in to Chariot via the Service Provider (SP)-Initiated flow by:

1. Navigate to the Chariot log in page at: https://chariot.praetorian.com/app/login
2. Enter your email address
3. Click Continue

This will redirect you to your Okta tenant where you will be prompted to log in if you are not already.
Once you log in to Okta, you will be redirected back to Chariot and logged in successfully.






